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Society is protected by cryptography

Ç Cryptography is an important pillar of the information age, and 

for our civilization as a whole.

Ç It secures nearly all modern communication ïranging from 

highly critical fields such as the exchange of classified 

government documents, to seemingly benign aspects as the 

confidentiality of a personal financial transaction.

Ç All critical infrastructure, the underpinning of our society, is 

protected by cryptography. This includesé
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Public-key cryptography: Overview
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A day without safe cryptography

https://cloudsecurityalliance.org/group/quantum-safe-security/
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How cryptography works today
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Public-key cryptography: Overview
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The RSA system:

üBob starts by selecting two large prime numbers p and q, which

he multiplies so as to create a number n.

üBob also chooses a number 3 Òe < n such that e and n have no

common factor. He calculates d such that

e*d = 1 (mod(p ī 1)(q ī 1)).

ü Once this is done, he may discard the prime numbers p and q.

He publishes the pair (e, n) as his public key and secretly keeps

the pair (d, n) as his private key.
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Public-key cryptography: Overview
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The RSA system:

×Encryption goes as follows: Alice calculates its e-th power

and reduces the result modulo n

c = me mod (n)

üUpon reception: Bob can decrypt the message using his

private key by computing cd mod n.

üThe properties of modular exponentiation imply that:

cd mod n = med mod n = m
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Public-key cryptography: Overview
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The RSA system:

üFor example, with e = 17 and n = 3763, Alice can send a ciphertext as

follows:

üBob knows the decryption exponent d and the public modulus n, so he

can decipher the message by raising the ciphertext to the d-th power

modulo n.
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Public-key cryptography: Overview
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Public-key cryptography: Overview

VThe prizes for RSA-576 and RSA-640 have been

awarded. The remaining prizes have been retracted

since the challenge became inactive in 2007.

Possible Attacks on RSA

ÅGuessing d. ... 

ÅCycle Attack. ... 

ÅCommon Modulus. ... 

ÅFaulty Encryption. ... 

ÅLow Exponent. ... 

ÅFactoring the Public Key.
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Worldwide Effort
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Public-key cryptography: Overview

Not only the RSA it is in risk

Cryptographic 

function
Protocol QC Attack Impact

Key exchange & 

Digital signatures
RSA, DH, ECC Shor Broken

Data encription DES, AES Groover Weakened

Authentication MAC, AEAD Simon Broken
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Public-key cryptography: Overview

Shor's algorithm is a polynomial-time quantum computer algorithm for

integer factorization
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Quantum computing: Shor algorithm

ü Shorôsalgorithm is based on number theory for factoring.

Suppose we want to find the prime factors (Q, R) of an integer P;

i.e., P = Q×R.

ü Algorithm for finding the prime factors of an integer:

1. Choose a random number, say a

2. Calculate ax mod P where x = 0, 1, 2, 3, é For P=15, Q=3, R=5
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Quantum computing: Shor algorithm

3. Find the periodicity of the above number sequence. In this

example, r = 4 because the four numbers 1, 7, 4 and 13

repeats; i.e., ax mod P is a periodic function

4. If r is an odd number, start over. Otherwise, if r is an even

number, then Q and R are given by

Q = gcd(ar/2 ï1, P) and R = gcd(ar/2 + 1, P) where gcd is the

greatest common divisor.
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Quantum computing: Shor algorithm

ü For our example

ü There are efficient classical algorithms (Euclidôsalgorithm) for

efficiently finding the gcd. Therefore, the factoring problem reduces

to efficiently finding the period (r) of the function ax mod P.
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Quantum computing: Shor algorithm

Period Finding

ü The Quantum Fourier Transform (QFT) is useful when there is an

underlying periodicity to the wavefunction.

ü In the QFT, we do a Discrete Fourier Transform on the amplitudes of

a quantum state.
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Quantum computing: Shor algorithm

An example for factoring 21 using 5 quibtson IBM 
quantum processors
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Quantum computing: Shor algorithm
An example for factoring 21 using 5 quibtson IBM quantum processors

1. Problem: Find the factors of a prime number n

2. Order nding: nd the least positive integer r {ɴ0, 1, . . .N} such that armod(n)=1.

3. where a is an integer smaller than n picked at random.

4. This is done on the quantum computer!

5. All the other operations can be done on a classical computer
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Quantum computing: Shor algorithm

Classical counterpart

Compute gcd(ar/2 + 1, n) and gcd(ar/2 ҍ 1, n) , i.e., the greatest common 

divisor;

For n = 21, a = 4, and r = 3 we have gcd(9, 21) = 3 and gcd( 7 , 21 ) = 7

This is the factorization of the prime number!
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Quantum computing: Shor algorithm

Where we are today in terms of number of qubits?



© 2018, Instituto de Telecomunicações

Quantum computing: Shor algorithm

The question is: In practice what really the numbers that we already factored?

We can factor the number 21 with the IBM 
quantum computer!

Neverthless, when we try to factorize 
number 35 using Shor's algorithm using a 
quantum computer... the algorithm failed 
because of accumulating errors
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Quantum computing: Shor algorithm

The question: largest integer factored?

We demonstrate the algorithm experimentally by factoring 
integers up to 48 bits with 10 superconducting qubits, the largest 
integer factored on a quantum device. We estimate that a 
quantum circuit with 372 physical qubits and a depth of 
thousands is necessary to challenge RSA-2048 using our algorithm
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Quantum computing: Shor algorithm

bŜǾŜǊǘƘŜƭŜǎǎΧ

we present an open-source implementation of the algorithm 
proposed by Yan et. al. and show that, even if we had a perfect 
quantum optimizer (instead of a heuristic like QAOA), the 
ǇǊƻǇƻǎŜŘ ŎƭŀƛƳǎ ŘƻƴΩǘ ƘƻƭŘ ǘǊǳŜΦ {ǇŜŎƛŦƛŎŀƭƭȅΣ ƻǳǊ ƛƳǇƭŜƳŜƴǘŀǘƛƻƴ 
shows that the claimed sublinear lattice dimension for the Hybrid 
quantum+classicalversion of {ŎƘƴƻǊǊΩǎalgorithm successfully 
factors integers only up to 70 bits!
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In practice, for a 2048 bits long RSA key, a malicious party would have 
to factorize something like:

Quantum computing: Shor algorithm
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Shor's algorithm could be used to break public-key cryptography schemes, such as

the widely used RSA scheme

This if we have sufficient number of qubits!!

Quantum computing: Shor algorithm
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Shor's algorithm could be used to break public-key cryptography schemes, such as

the widely used RSA scheme

This if we have sufficient number of qubits!!

Quantum computing: Shor algorithm
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When to Switch to Quantum Secure? 

Ç Q = # years to first large quantum computer

Ç X = # years it takes to switch

Ç Y = # years data needs to be confidential

Need to start the switching in the year S = 2024 + Q ïX - Y

é between 20 and 30

é between 10 and 20

é ?

If Y is equal to 10 it is about time, if it is small than 10 you 

are still ok, if it is more than 10 you are already late !!!

Mosca, Michele, ñCybersecurityin an Era with Quantum Computers: Will We Be Ready?,òin IEEE

Security & Privacy, vol. 16, no. 5, pp. 38-41, September/October 2018, doi:

10.1109/MSP.2018.3761723.
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Quantum cryptography

The most successful and commercially available application

in quantum cryptography are the Quantum Key Distribution

systems.

Other applications in the field of quantum cryptography are:

üQuantum Random Number Generators

üQuantum Bit Commitment;

üQuantum Oblivious Transfer;
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Quantum cryptography

Starting from the simplest quantum cryptographic system: 

Quantum random number generators

üOnly physical processes can generate true random numbers;

üThey are in the field of data encryption, for example to create random

cryptographic keys to encrypt data;

üThey are a more secure alternative to pseudorandom number

generators (PRNGs), software programs commonly used in computers

to generate pseudo-random numbers.
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Quantum random number generators

ÅWhy do we need random numbers ?

Statistical Analysis Simulation

(ex: Monte Carlo)

Randomized
Algorithms

DecisionMaking Gaming& Lotteries Cryptography
(ex: TLS, Quantum 
Key Distribution )

True Random 
Numbers

Random 
Numbers

Pseudorandom 
Numbers

Quantum 
Random 
Numbers

Classical True 
Random 
Numbers
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Quantum random number generators
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In classical cryptography :

ü one-time keys

ü challenge-response data

ü Public key cryptography - Diffie-Hellman

Quantum cryptography. All QKD protocols assume a local TRNG

ü Discrete-Variable QKD

ü Continuous Variable QKD

ü Entangled-based QKD protocols
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Quantum random number generators
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For cryptographic purpose: 

× An attacker that knows the whole sequence cannot guess the next 

bit with a probability better than one -half.

× The knowledge of a part of the sequence shall not permit an 

attacker to compute the previous values of the generator with better 

accuracy than guessing.

M. Herrero-Collantes et al, ñQuantum random 

number generatorsò, REVIEWS OF MODERN 

PHYSICS, 2017
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Quantum random number generators
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Quantum random number generator

relies on a physical process whose

randomness is guaranteed by laws of

Quantum Mechanics . 

Examples of such processes are:

ü Path superposition and measurement

ü Photon number statistics

ü Time of arrival statistics

ü Laser phase noise

ü Shot -noise measurement

üé M. Herrero-Collantes et al, ñQuantum random 

number generatorsò, REVIEWS OF MODERN 

PHYSICS, 2017



© 2018, Instituto de Telecomunicações

Quantum random number generators
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The homodyne detection system

M. Ferreira et al, ñCharacterization of a Quantum Random Number Generator Based on 

Vacuum Fluctuationsò, Applied Science, 2021
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Quantum random number generators
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The homodyne detection system

allows for the measurement of

quadrutues :

ὺὼᶿ
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The variance of the measured

voltage is proportional to:

„ ᶿ ὲ ᴼὛὬέὸὲέὭίὩ

Ifὥ is in a vacuum state:

M. Ferreira et al, ñCharacterization of a Quantum Random Number Generator Based on 

Vacuum Fluctuationsò, Applied Science, 2021
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Quantum random number generators
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ÅOutput proportional to the

amplitude quadrature of the

vacuum state, which follows a

Gaussian distribution .

ÅMeasurements contain

simultaneously quantum and

classical contributions .

ýRandomness extraction stage

necessary to attain true random

numbers
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Quantum random number generators
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Shannon entropy

ÅThe homodyne measurement distribution is divided

into a set ofς equiprobable bins.

ýThe binning consistently converges to a 4-bit

sequence.

ýA theoretical maximum of 1.99 bits per sample can

be extracted.

ýExtraction ratio of 0.323 true random bits per raw bit

(Ñὼ ὲ ὴÌÏÇὴ

M. Ferreira et al, ñCharacterization of a Quantum Random 

Number Generator Based on Vacuum Fluctuationsò, Applied

Science, 2021
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Quantum random number generators
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ὥ

V Real Devices: Unbalanced homodyne detection

ýThe variance is now dependente of

RIN of the LO

M. Almeida et al, ñImpact of imperfect homodyne detection on measurements of vacuum 

states shot noiseò, Optical and Quantum Electronics, 2020
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Quantum random number generators
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V Real Devices: Unbalanced homodyne detection

ýClear preponderance of quantum the

quantum fluctuations was observed .
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Quantum random number generators
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üExcess LO Noise

ýAdditional entropy contribution of 0.0554 bits 

found due to imperfect detection balancing.

ýAn unbalanced detection results 

on an apparent entropy increase.
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Quantum cryptography: The beautiful idea

ü The first protocol for quantum cryptography was proposed

in 1984 by Charles H. Bennett, of IBM and Gilles Brassard.
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ü Following Wootters and Zurek (1982) one can easily prove that

perfect copying is impossible in the quantum world:

Quantum cryptography: The beautiful idea
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ü In the BB84 protocol two sets of polarization states called the ṥ and ṧ bases

are used:

1. The ṥ basis: Binary 1 and 0 corresponds to photons with polarization angles 

of 0Ǔand 90Ǔ, respectively.

2. The ṧ basis: Binary 1 and 0 corresponds to photons with polarization angles 

of 45Ǔand 135Ǔ, respectively.

× The two polarization statesfor theṥ
basis can be represented in Dirac

notation by | > and | >;

× The two states for the ṧ basis are

representedby and

44

Quantum cryptography: The beautiful idea
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ü A scheme for quantum cryptography according to the BB84 protocol is shown

in the Figure:

45

Quantum cryptography: The beautiful idea
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ü In the BB84 protocol the following steps are taken:

Representative sequence of data choices

according to the BB84 protocol. ɗ is the

polarization angle according to the encoding

scheme

46

Quantum cryptography: The beautiful idea
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DV-QKD Polarization Encoding

47

V Explored in the original BB84

V Polarization encoding with long-term 

temporal stability and low intrinsic QBER

V Simpler security proofs

V Degree-of-freedom most suitable for 

satellite-based QKD

Why?

The BB84 protocol

Current Challenges

V Optimization of coding/decoding for simpler 

implementations

V Co-existence between classical and quantum signals

V Integration of quantum networks with satellite-based links
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DV-QKD Experimental Setup

Á At the transmitter, two signals are generated: a

reference and a quantum signal, co-propagated

in the quantum channel in a WDM approach.

Á At the receiver, the reference signal is used

for synchronization, and the quantum signal is

measured by two single photon detectors.

We have proposed, implemented and experimentally validated novel polarization 

encoding and polarization drift compensation schemes  
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Implementation of Polarization Generation/Control Methods

The average QBER after 21 hours was 1.8%, with only one

calibration at the beginning of the measurements.

S. T. Mantey, M. F. Ramos, N. A. Silva, A. N. Pinto and N. J. Muga, "Demonstration of

an Algorithm for Quantum State Generation in Polarization-Encoding QKD

Systems," OFC, San Diego, USA, March, 2022.

Polarization States Generation  Reversal Operator Basis Alignment

M. F. Ramos, N. A. Silva, N. J. Muga, A. N. Pinto, Full polarization

random drift compensation method for quantum communication,

Optics Express, 30(5):6907-6920, 2022.

The experimental implementation has shown that the system is able 

to operate with an average QBER of 1.8%.
S. T. Mantey, M. F. Ramos, N. A. Silva, A. N. Pinto and N. J. Muga, Polarization Control Through Reversal

Operator for QKD Systems, tb submitted to Optics Express, 2024.
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Coexistence of Quantum and Classical Signal Transmission Over 
Turbulent FSO Channels
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Quantum signal performance

Fiber-wireless optical system that transmitted a 64-QAM 400 Gbps classical signal for 

high-rate data exchange and a 1 MHz quantum signal for QKD.

S. T. Mantey, M. A. Fernandes, G. M. Fernandes, N. A. Silva, F. P. Guiomar, P. Monteiro, A. N. Pinto, and N. J. 

Muga, On the Coexistence of Quantum and Classical Signal Transmission Over Turbulent FSO Channels, tb 

submitted to JLT, 2024.
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ü The world is connected by fiber systems:

Quantum cryptography: The beautiful idea
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Why use continuous-variables for QKD?

The information is encoded on the quadratures of coherent states.

© 2022, Instituto de Telecomunicações

Off-the-shelf equipment

Current optical fiber communication networks

Commercial lasers

Coherent detection

Discrete Variables QKD 

Can achieve higher 

transmission distances. 

Continuous Variables 

QKD

Higher secret key rates for 

metropolitan distances.
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Coherent states modulation

© 2022, Instituto de Telecomunicações

Gaussian  

modulation

Low-order 

discrete modulation

Higher-order 

discrete modulation
Simpler Implementation

Very-low amplitudes must be
used to resemble Gaussian

modulation

Far from the optimum
performance of Gaussian

modulation

Optimum performance

Difficult to achieve in 
practice

Low amplitudes must be used
to resemble Gaussian

modulation.

Can approximate the
performance of Gaussian

modulation

M-APSK M-QAM

M-QAM can achieve better performances than M-APSK

M. Almeida, D. Pereira, M. Facão, A. N. Pinto, and N. A. Silva, ñReconciliationEfficiency Impact on Discrete Modulated CV-QKD Systems Key Rates,òJournal of Lightwave Technology, vol. -, no. -, p. 1-9, 2023.

M. Almeida, D. Pereira, N. J. Muga, M. Facão, A. N. Pinto, and N. A. Silva, ñCV-QKD Security Limits Using Higher-Order Probabilistic Shaped Regular M-APSK Constellations,òBRC Workshop de Comunicação e

Computação Quântica WQuantum, Fortaleza, Brazil, May 2022 [Best paper award].

M. Almeida, D. Pereira, N. J. Muga, M. Facão, A. N. Pinto, and N. A. Silva, ñSecretkey rate of multi-ring M-APSK continuous variable quantum key distribution,òOptics Express, vol. 29, no. 23, p. 38669, Nov.

2021.

D. Pereira, M. Almeida, M. Facão, A. N. Pinto, and N. A. Silva, ñProbabilisticshaped 128-APSK CV-QKD transmission system over optical fibres,òOptics Letters, vol. 47, no. 15, p. 3948, July 2022.



© 2018, Instituto de Telecomunicações

A CV-QKD protocol: GG02

The most widespread protocol for CV-QKD is known as GG02 and

was proposed in 2002 by Frédéric Grosshans and Philippe Grangier

ü Alice draws N 2-dimensional samples from a random distribution and uses

them to modulate a coherent source obtaining the N coherent states, that are

sent through an insecure quantum channel of transmittance T and excess

noise Ů.

ü Bob performs the measurement of the received states, after which Alice and

Bob share N pairs of correlated variables

ü Alice and Bob reveal the part of the transmitted randomly chosen. With these

parameters they will perform the parameter estimation. The security bounds

can be calculated for estimated parameters to obtain the length of the final

key.
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A CV-QKD protocol: GG02

The most widespread protocol for CV-QKD is known as GG02 and

was proposed in 2002 by Frédéric Grosshans and Philippe Grangier

ü Alice and Bob need to correct the errors on the n = N - m remaining values

they share. In practice they use the shared values to establish a common bit

string U with the help of classical error correcting codes

ü After reconciliation Alice and Bob share two identical strings U that are not

completely secret. With U and the length of the key it is possible to

implement a process of privacy amplification using 2-universal hashing. This

process is common to all QKD protocols and when applied in both entities,

Alice and Bob obtain two identical copies of the secret key.
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CV-QKD System Description

CV-QKD systems can be divided into a physical layer (preparation, transmission, 

measurement and digital signal processing) and  a post-processing layer (parameter estimation, 

information reconciliation and privacy amplification) .

© 2022, Instituto de Telecomunicações

Unsecure low attenuation

High attenuation with 
modulation variance of 

1.0059 SNU.

Secret key rate computation

Symmetric key extraction

Reduce eavesdropper knowledge
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CV-QKD System Implementation

Ç Pilot signal at 0 Hz for

frequency recovery and

phase compensation

Ç Locally generated local

oscillator

Ç Polarization diversity

detection system

Ç True heterodyne

detection

© 2022, Instituto de Telecomunicações



© 2018, Instituto de Telecomunicações

CV-QKD System Implementation

© 2022, Instituto de Telecomunicações

ÇQuantum Signal at ADC+DSP output

Input : 64-QAM probabilistic shaped


