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Society Is protected by cryptography

C Cryptography is an important pillar of the information age, and
for our civilization as a whole.

C It secures nearly all modern communication i ranging from
highly critical fields such as the exchange of classified
government documents, to seemingly benign aspects as the
confidentiality of a personal financial transaction.

C All critical infrastructure, the underpinning of our society, is
protected by cryptography. This iIn
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Public-key cryptography: Overview

A day without safe cryptography

https://cloudsecurityalliance.org/group/quantum-safe-security/
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How cryptography works today

User Browser : : Bank Server

Request authentication
—_—————
e——
—

200 :  Is receiver truly the Bank?
Encrypt data with : Browser sends transaction data
DilliL NG : symmetrically encrypted with AES
T~ Decrypt data using
: shared key

Bank uses RSA to authenticate *

Establish shared key using 3
: < asymmeric cryptography, e.g. ECDH >

using shared key

Show
success
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Bank confirms transaction data integrity : Book money
Decrypt confirmation | e using hash functions, e.g. SHA384 Transfer
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Public-key cryptography: Overview
The RSA system:

U Bob starts by selecting two large prime numbers p and g, which
he multiplies so as to create a number n.

i Bob also chooses a number 3 Oe < n such that e and n have no
common factor. He calculates d such that

e*d = 1 (mod(p 1T 1) (g 1

U Once this is done, he may discard the prime numbers p and q.

He publishes the pair (e, n) as his public key and secretly keeps
the pair (d, n) as his private key.

‘ universidade
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Public-key cryptography: Overview

The RSA system:

X Encryption goes as follows: Alice calculates its e-th power
and reduces the result modulo n

c = me mod (n)

U Upon reception: Bob can decrypt the message using his
private key by computing c4 mod n.

U The properties of modular exponentiation imply that:

cimodn=mémodn=m

universidade
de aveiro ] ; :
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Public-key cryptography: Overview
The RSA system:

U For example, with e = 17 and n = 3763, Alice can send a ciphertext as
follows:

plaintext:  ju st th ef ac to Is ma am
numbers: 10,21 19,20 20,8 5,6 1,3 20,15 18,19 13,1 1,13
together: 1021 1920 2008 506 103 2015 1819 1301 113
to the 17th
power: 3397 2949 2462 3290 1386 2545 2922 28606 2034

U Bob knows the decryption exponent d and the public modulus n, so he
can decipher the message by raising the ciphertext to the d-th power
modulo n.

ciphertext: 3397 2949 2462 3290 1386 2545 2922 28066 20634
to the 1713th
power: 1021 1920 2008 506 103 2015 1819 1301 113
Split apart: 10, 21 19, 20 20, 8 5,06 1,3 20, 15 18, 19 13,1 1, 13
plaintext: ~ ju st th ef ac to rs ma am
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Public-key cryptography: Overview

Twenty Years of
Attacks on the RSA
Cryptosystem

Dan Boneh

sufficient) padding algorithm may pad a plaintext M by
Dan Boneh is an assistant professor of computer science appending a few random bits to one of the ends prior to

at Stanford University. His e-mail address is encryption. Adding randomness to the encryption process
dabo@cs.stanford. edu. is necessary [or proper security.
FERRUARY 1999 NOTICES OF THE AMS
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Public-key cryptography: Overview

Possible Attacks on RSA
AGuessing d. ...
ACycle Attack. ...
ACommon Modulus. ...
Acaulty Encryption. ...

A.ow Exponent. ...

Aractoring the Public Key.

VThe prizes for RSA-576 and RSA-640 have been
awarded. The remaining prizes have been retracted
since the challenge became inactive in 2007.

Y universidade
. de aveiro

RSA
number

RSA-100
RSA-110

RSA-120

RSA-120
[

RSA-130
RSA-140
RSA-150
RSA-153
RSA-160
RSA-170 [
RSA-576
RSA-180 [']

RSA-190 ]

RSA-640

RSA-200
17

RSA-210[]

RSA-704 ]

RSA-220 11
RSA-230
RSA-232

RSA-768 ]

RSA-240

Decimal
digits
100
110
120
129
130
140

150
155
160

180

190

193

200

210

212

220

230
232

232

240

Binary
digits
330
364
397
426
430
463

496
512
530

363

596

629

663

696

04

729

762
768

768

795

Cash prize
offered
US$1,0008]
US$4.429H
$5.8985]
$100 USD
US$14,52704

US$17,226

$9.3830]

$10.000 USD

$20,000 USD

$30.000 USD

$50.000 USD

Factored on

Aprl 1, 199101

April 14,
199261

Tuly 9, 1993161

April 26,
1904051

Apnl 10, 1996

February 2,
1999

April 16, 2004
August 22, 1999
Aprl 1, 2003

December 29,
2009

December 3,
2003

May 8, 2010

November 8§,
2010

November 2,
2005

May 9, 2003

September 26,
201361

July 2, 2012

May 13, 2016

December 12,
2000

Factored by
Anen K Lenstra
Arjen K Lenstra and M.5. Manasse
T. Denny et al.
Anen K Lenstra efal
Anen K Lenstra ef al.
Herman te Riele ef al.

Kazumaro Aoki er al.
Herman te Riele et al

Jens Franke ef al., University of Bonn

D. Bonenberger and M. Krone [***]

Jens Franke ef al., University of Bonn

5. A. Danilovand I A. Popovyan,
Moscow State University[]

A Timofeev and [. A. Popovyan
Jens Franke er al., University of Bonn
Jens Franke ez al, University of Bonn

Ryan Propper

Shi Bai, Emmanuel Thomé and Paul

5_Bai, P Gaudry, A. Kruppa, E
Thomé and P. Zimmermann

Thorsten Klemnmg et al.
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Worldwide Effort
CISA Announces Post-Quantum Cryptography

|n|t|at|ve THE WHITE HOUSE

EE Anofficial website of the United States government Released:

MAY 04, 2022

National Security Memorandum on

CYBERSECURITY & Government and critical infrastructure
INFRASTRUCTURE organizations must take coordinated preparatory Promoting United States Leadership in
SECURITY AGENCY actions now to ensure a fluid migration Quantum Computing While Mitigating
to the new post-quantum cryptographic standard Risks to Vulnerable C ryptographlc
that the National Institute of Standards and Technology (NIST) will publishin 2024, Systems
rersucus  # | sy | & sumomn e o Position Paper on Quantum Key Distribution
et ggé gf:f,ﬁ; Is'lﬁlitsmc nd ' Due to current and inherent limitations, QKD can however currently only be used in practice in some niche
Pt :‘imii"}' nﬁ';'?'me'wmnd use cases. For the vast majority of use cases where classical key agreement schemes are currently used it is
French Cybersecurity Agency (ANSSI)  Notherlands National C 0111"1[‘]’;211’2[;(:::3”539 curity Agency (NLNCSA) not poss'!ble touse QKD in practice. Furthermore, QKD is not yet sufficiently mature ﬁoxp asecurity
perspective. In light of the urgent need to stop relying only on quantum-vulnerable public-key

SwedishiNational Gommunications Security Authority, Swedish Armied Forces cryptography for key establishment, the clear priorities should therefore be the migration to post-quantum

Federal Office for Information Security (BSI)
cryptography and/or the adoption of symmetric keying.

PRESS RELEASE | Publication 11 April 2024

Commission publishes Recommendation on Post-Quantum

“ Eﬂ;ﬁﬁﬁ:;on' Cryptography This should lead to the deployment across the Union of Post-Quantum
Cryptography technologies into existing public administration systems and critical

Shaping Europe’s digital future infrastructures via hybrid schemes that may combine Post-Quantum Cryptography
with existing cryptographic approaches or with Quantum Key Distribution.

4 universidade
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Public-key cryptography: Overview

» Not only the RSA it is in risk

Cryptog_raphlc Protocol QC Attack Impact
function
Key exc_hange & RSA, DH, ECC Shor Broken
Digital signatures
Dataencription DES, AES Groover
Authentication MAC, AEAD Simon Broken
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Public-key cryptography: Overview

Shor's algorithm is a polynomial-time quantum computer algorithm for

integer factorization

Algorithms for Quantum Computation:
Discrete Logarithms and Factoring

Peter W. Shor
AT&T Bell Labs
Room 2D-149
600 Mountain Ave.
Murray Hill, NJ 07974, USA

Abstract

A computer is g lly considered to be a universal

[1, 2). Although he did not ask whether quantum mechan
ics conferred extra power to computation, he did show tha
a Turing machine could be simulated by the reversible uni
tary evolution of a quantum process, which is a necessan

computational device; i.e., it is believed able to si)
any physical computational device with a cost in com-
putation time of at most a polynomial factor. It is not

clear whether this is still true when q s

prerequisite for quantum computation. Deutsch [9, 10] wa:
the first to give an explicit model of quantum computation

is taken into consideration. Several mcarr:hcn, starting
with Dawd Deutsch, have developed models for quantum
mech [ rs and have inv d their compu-
tational properties. This paper gives Las Vegas algorithms
for finding discrete logarithms and factoring integers on
a quantum computer that take a number of steps which is
polynomial in the input size, e.g., the number of digits of the
integer 1o be factored. These two problems are generally
considered hard on a classical computer and have been
used as the basis of several proposed cryptosystems. (We
thus give the first examples of quantum cryptanalysis.)

L

universidade
de aveiro

He defined both q Turing hines and q
circuits and investigated some of their properties.

The next part of this paper discusses how quantum com
putation relates to classical complexity classes. We wil
thus first give a brief intuitive discussion of complexit;
classes for those readers who do not have this background
There are generally two resources which limit the ability
of computers to solve large problems: time and space (i.e.
memory). The field of analysis of algorithms consider:
the asymptotic demands that algorithms make for thes:
resources as a function of the problem size. Theoretica
computer scientists generally classify algorithms as effi

© 2018, Instituto de Telecomunicacoes



Quantum computing: Shor algorithm

U S h o rafgerithm is based on number theory for factoring.
Suppose we want to find the prime factors (Q, R) of an integer P;
L.e., P = QxR.

U Algorithm for finding the prime factors of an integer:
1. Choose a random number, say a
2. Calculate a* mod P wherex =0, 1, 2, 3,é For P=15, Q=3, R=5

7% mod 15, 7' mod 15, 7> mod 15, 7° mod 15,

74 mod 15, 7° mod 15, 7° mod 15,77 mod 15, . ..
—=1,7.4,13,1,7. 4,13, ...,

universidade
de aveiro
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Quantum computing: Shor algorithm

3. Find the periodicity of the above number sequence. In this
example, r = 4 because the four numbers 1, 7, 4 and 13
repeats; i.e., a* mod P is a periodic function

4. If r is an odd number, start over. Otherwise, if r is an even
number, then Q and R are given by

Q =gcd(@”?i 1, P) and R = gcd(a”? + 1, P) where gcd is the
greatest common divisor.

4 universidade
. de aveiro ) : :
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Quantum computing: Shor algorithm

U  For our example
0 = ged(a? — 1, P) = ged(7° — 1, 15) = ged(48, 15)
= 3, since48/3 = 16and 15/3 =5
R=ged(a”? + 1, P) = ged(7 + 1, 15) = ged(50, 15)
=35, since50/5 =10and 15/5 =3

U There are efficient classical algorithms ( E u c | algoriths) for
efficiently finding the gcd. Therefore, the factoring problem reduces
to efficiently finding the period (r) of the function ax mod P.

universidade
de aveiro g . .
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Quantum computing: Shor algorithm

Period Finding
U The Quantum Fourier Transform (QFT) is useful when there is an
underlying periodicity to the wavefunction.

U Inthe QFT, we do a Discrete Fourier Transform on the amplitudes of
a quantum state.

(R, |- R, R, ]
F—— —--- A Ros H R |

100 O
[w) lv') = QFT, [y) : Ri — 010 0
L _ _ 001 0
: : 2mi )2k
® ° y m 5 00O0e

. ‘ ol
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Quantum computing: Shor algorithm

An example for factoring 21 usingybibtson IBM
guantum processors

QFT?
e 7
co) —{H SEEEEE o= . A
| |
le1) 4 H Fo—— ¢+ :: T HH gt ://A
| [ |
|CQ)—H—!:._” - IlH—ST—TT |/74
ANl || ==l __ . _ .
|90) HH—P—e—P— D e
BNl T ! j :LT
1) OO [ X |4 x |+
vt U’ Ut
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Quantum computing: Shor algorithm

An example for factoring 21 usingytibtson IBM gquantum processors

o) 7] R I
o) {H}—r===== : H 1A
le2) {HFeg 3 s Hrtf———— A=
lqo) P Sray &P P Sy

41) —— e SarX 4 {X |+

U' U? Ut
1. Problem: Find the factors of a prime number

2. Ordernding nd the least positive integer™ {0, 1, . . N} such thata'mod(n)=1.
3.whereais an integer smaller thanpicked at random.

4.This is done on the quantum computer!

5. All the other operations can be done on a classical computer

it
a

universidade
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Quantum computing: Shor algorithm

QFT!
_________ e —— |
= | . i
Fo— — o1+ || + |
o) ~{H— : : HHs—A—
| | |
|co) —{H ¢ H HHHstHT A
Hln I ==l t JD:
|q0) —H1+—D P ¢ P S
BNl |
@) —— @O S [X |+ X+
Ul U2 _—_—[J—4———

Classical counterpart

» Computegcda/2 +1,n)andgcda’/2+t 1, n), i.e., the greatest common
divisor;

» Forn=21,a=4, andr =3 we havegcd9, 21) =3 andgcd( 7,21 7

» This is the factorization of the prime number!

universidade
de aveiro ) ) ;
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Quantum computing: Shor algorithm

Where we are today in terms of number of qubits?

Technology

Record-breaking quantum computer | 18MQuantum
has more than 1000 qubits

Atom Computing has created the first quantum computer to surpass 1000 qubits, which b

1121 QUBITS
. . . SCAL YIELD
could improve the accuracy of the machines B
By Alex Wilkins
Technology

Record-breaking number of qubits
entangled in a quantum computer

A group of 51 superconducting qubits have been entangled inside a quantum computer,
not just in pairs but in a complex system that entangles each qubit to every other one

Optica Vol. 11, Issue 2, pp. 222-226 (2024) -« https://doi.org/10.1364/OPTICA.513551

Supercharged two-dimensional tweezer array with more
than 1000 atomic qubits

By Karmela Padavic-Callaghan

B 12)uly 2023

universidade
de aveiro

Lars Pause, Lukas Sturm, Marcel Mittenbihler, Stephan Amann, Tilman Preuschoff, Dominik Schaffner, Malte
Schlosser, and Gerhard Birk!

© 2018, Instituto de Telecomunicacoes



Quantum computing: Shor algorithm

» The question is: In practice what really the numbers that we already factorec

» We can factor the number 21 with the IBM PEESICAL REVIEW o 100012000 01
guantum computer!

Experimental study of Shor’s factoring algorithm using the IBM Q Experience

’ N eve rth IeSS Whe n We try to faCtorlze Mirko Amico,' Zain H. Saleem,” and Muir Kumph®
. 1 H H IThe Graduate School and University Center, The City University of New York, New York, New York 10016, USA
n u m ber 35 u S I n g S h Or S al g O ”th m u SI n g a 2Theoretical Research Institute of Pakistan Academy of Sciences, Islamabad 44000, Pakistan
. . 3IBM T. J. Watson Research Center, Yorktown Heights, New York 10598, USA
guantum computer... the algorithm failed | |
® (Received 2 March 2019: published 8 July 2019)

becau Se Of aCC u m u Iatl n g e rro rS We study the results of a compiled version of Shor’s factoring algorithm on the ibmqx5 superconducting chip,
for the particular case of N = 15, 21, and 35. The semiclassical quantum Fourier transform is used to implement
the algorithm with only a small number of physical qubits, and the circuits are designed to reduce the number of
gates to the minimum. We use the square of the statistical overlap to give a quantitative measure of the similarity
between the experimentally obtained distribution of phases and the predicted theoretical distribution of phases
for different values of the period. This allows us to assign a period to the experimental data without the use of the

continued fraction algorithm. A quantitative estimate of the error in our assignment of the period is then given
by the overlap coefficient.

DOI: 10.1103/PhysRevA.100.012305

4 universidade
. de aveiro ) : :
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Quantum computing: Shor algorithm

» The question: largest integer factored?

Factoring integers with sublinear resources on a superconducting quantum processor
Bao Yan,'?* Ziqi Tan.* * Shijie Wei.* * Haocong Jiang.> Weilong Wang.! Hong Wang.! Lan Luo.' Qianheng Duan,’
Yiting Liu.! Wenhao Shi.! Yangyang Fei,! Xiangdong Meng.! Yu Han.! Zheng Shan.! Jiachen Chen,’ Xuhao Zhu,?
Chuanyu Zhang.? Feitong Jin,* Hekang Li.* Chao Song.? Zhen Wang.?- " Zhi Ma,"* H. Wang.* and Gui-Lu Long?%6&7-%

» We demonstrate the algorithm experimentally by factoring
integers up to 48 bits with 10 superconducting qubits, the largest
integer factored on a quantum device. We estimate that a
guantum circuit with 372 physical qubits and a depth of
thousands is necessary to challenge R848 using our algorithm

4 universidade
. de aveiro ;
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Quantum computing: Shor algorithm
»bSOSNIUKSE Saax
A comment on “Factoring integers with sublinear resources on a superconducting

quantum processor”

Tanuj Khattar'>* and Noureldin Yosri® T

» we present an opeisource implementation of the algorithm

proposed by Yan et. al. and show that, even if we had a perfect

guantum optimizer (instead of a heuristic like QAOA), the

LINELIZ2ASR Of I AYAa R2y QO K2f R GNHzZSP {
shows that the claimed sublinear lattice dimension for the Hybrid
quantum-+classicalersion of{f O K y algafitidrasuccessfully

factors integers only up to 70 bits!

universidade
de aveiro ]
© 2018, Instituto de Telecomunicactes



Quantum computing: Shor algorithm

In practice, for a 2048 bits long RSA key, a malicious party would r
to factorize something like:

10016444466812877516651347592092877606999325867156134902126474870576401310371509197937849497
32061828879847934816861684862864326449214280155473757303841537670351486905855745788953294686653
05667852687855685298115910404311303180404287100354588108313006482467735715047743256036128648480
80027194762485965856140145864228400743999303156570382089086775865731055296724143521221327468628
21950171266360637073763193766827057457206146627252158883606266393926431447227342695628623860494
83076188549980295606990827731968687429507788792780286440882172770001367957911700000685949637652
38831914470509293382332669418868301436781248853885000370663778352581253239270257156871660127150
01725765933851378635689651151763527144099274447723857372797474452663650725422387256011846500895
56049862683135640206298862612679119720709968586034215160997260304220155673434151135668320749865
84807932093124539029156912634836160456728007753201898072897827815590459999295298908223557195231
58977763724441639028178539046224952247530731887239092769161189850803594847326119864462181341673
60716012369946975020768242661592323585459972285070236101616423672439653172724479999925676798119
71560093919447685551083829047142039685301977153590924844326332056772159786693521935447299870583
12

4 universidade
. de aveiro ) : :
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Quantum computing: Shor algorithm
Shor's algorithm could be used to break puldey cryptography schemes, such as

the widely used RSA scheme

» This if we have sufficient number of qubits!!
doi:10.1103/PhysRevLett.127.140503

Factoring 2 048-bit RSA Integers in 177 Days with 13 436 Qubits
and a Multimode Memory

Elic Gouzien®* and Nicolas Sangouard ®
Université Paris-Saclay, CEA, CNRS, Institut de Physique Théorique, 91191 Gif-sur-Yvette, Fran
(Dated: September 29, 2021)

We analyze the performance of a quantum computer architecture combining a small processor
and a storage unit. By focusing on integer factorization, we show a reduction by several orders
of magnitude of the number of processing qubits compared with a standard architecture using a
planar grid of qubits with nearest-neighbor connectivity. This is achieved by taking advantage
of a temporally and spatially multiplexed memory to store the qubit states between processing
a Drocessor (’\'('I(‘ tilll(' G)f

stens. Concretelv. for a characteristic phvsical eate error rate of 1073,

4 universidade
. de aveiro y ;
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Quantum computing: Shor algorithm
Shor's algorithm could be used to break puldey cryptography schemes, such as

the widely used RSA scheme

» This if we have sufficient number of qubits!!

How to factor 2048 bit RSA integers in 8 hours using
20 million noisy qubits

Craig Gidney! and Martin Eker3?

1G00g|e Inc., Santa Barbara, California 93117, USA
2KTH Royal Institute of Technology, SE-100 44 Stockholm, Sweden
Swedish NCSA, Swedish Armed Forces, SE-107 85 Stockholm, Sweden
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€he New Aork Times

The Race to Save Our Secrets From the

Computers of the Future

Quantum technology could compromise our encryption systems.

Can America replace them before it’s too late? By Zach Montague
A Reporting from Washington

Oct. 22, 2023

“This is potentially a completely different kind of problem than one They call it Q-Day: the day when a quatum computet, one more
we've ever faced” said Glenn S. Gerstell, a former general counse] | Powert thanany yet buil, could shatter the world of privacy and
3 . 3

security as we know it.

of the National Security Agency and one of the authors of an expert | i would happen through a bravura act of mathematics: the
i f 1 b hundreds of digits 1
consensus report on cryptology. “It may be that there’s only a 1 eparation of Sofhe VELY Jarge numbers, fundreds of igts fong,

into their prime factors.

pEl"C E‘I]t ChaIlCE' ﬂf that hﬂppﬁﬂmg, but d 1 pE.'I“C Ent Chﬂnce Df That might sound like a meaningless division problem, but it would
. . . " fundamentally undermine the encryption protocols that
SOmEthmg CataS trﬂp th 15 SOmEthmg )’0‘-1 HEEd tﬂ WUI'I"Y abﬂut. governments and corporations have relied on for decades.

Sensitive information such as military intelligence, weapons
designs, industry secrets and banking information is often
transmitted or stored under digital locks that the act of factoring
large numbers could crack open.

4 universidade
. de aveiro y ;
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When to Switch to Quantum Secure?

C Q =#years to first large quantum computer ¢é between 20 and 30

C X =#years it takes to switch é between 10 and 20

C Y =#years data needs to be confidential é ?

Need to start the switching in theyear S=2024+ Q1 X-Y

If Y is equal to 10 it is about time, if it is small than 10 you
are still ok, if it is more than 10 you are already late !!!

Mosca, Michele, i Cy b e r s ia anwEraiwithyQuantum Computers: Will We Be R e a d yim?IEE&E
Security & Privacy, vol. 16, no. 5, pp. 38-41, September/October 2018, doi:
‘t ‘ uunivergidade 10.1109/MSP.2018.3761723.

de aveiro ; i
© 2018, Instituto de Telecomunicacées 28



Quantum cryptography

The most successful and commercially available application

In quantum cryptography are the Quantum Key Distribution
systems.

Other applications in the field of quantum cryptography are:
U Quantum Random Number Generators
U Quantum Bit Commitment;

U Quantum Oblivious Transfer;

universidade
de aveiro

© 2018, Instituto de Telecomunicacoes



Quantum cryptography

Starting from the simplest quantum cryptographic system:
Quantum random number generators
U Only physical processes can generate true random numbers;

U They are in the field of data encryption, for example to create random
cryptographic keys to encrypt data;

U They are a more secure alternative to pseudorandom number
generators (PRNGSs), software programs commonly used in computers
to generate pseudo-random numbers.

4 universidade
. de aveiro d _ .
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Quantum random number generators

Random
Numbers

True Randomll Pseudorandom
Numbers Numbers

Quantum Classical True

Random Random
Numbers Numbers

Y universidade
. de aveiro

ANhy do we need random numbers ?

6 53187 24

Statistical Analysis Simulation Randomized
Algorithms

(ex Monte Carlo)

P

€

&\> —
35 -\-T\///hbﬁ/
DecisionMaking Gaming& Lotteries Cryptography
(ex TLS, Quantum
Key Distribution )

© 2018, Instituto de Telecomunicacoes



Quantum random number generators

In classical cryptography

U one-time keys

U challenge-response data

U Public key cryptography - Diffie-Hellman

Quantum cryptography. All QKD protocols assume a local TRNG
U Discrete-Variable QKD

U Continuous Variable QKD

U Entangled-based QKD protocols

universidade
de aveiro ) 5 :
© 2018, Instituto de Telecomunica
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Quantum random number generators

For cryptographic purpose:

x An attacker that knows the whole sequence cannot guess the next
bit with a probability better than one -half.

x  The knowledge of a part of the sequence shall not permit an

attacker to compute the previous values of the generator with better
accuracy than guessing.

M. Herrero-Collantesetal, A Quant um r and
number generatorso, REVI EWS OF MOL

B PHYSICS, 2017
4 instituto de universidade

. d
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Quantum random numb

Quantum random number generator
relies on a physical process whose
randomness is guaranteed by laws of
Quantum Mechanics .

Examples of such processes are:
U Path superposition and measurement

Photon number statistics

Time of arrival statistics

Laser phase noise

Shot -noise measurement

Ve

e M. Herrero-Collantesetal, i Quant um
number generatorso , BAEVI'E WS _@JE
‘t

cC: . C

instituto de e PHYSICS, 2017
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Quantum random number generators

The homodyne detection system

Quantum
. —p] — -
signal .

voltage
variance
Local
Oscillator
M. Ferreiraeta, A Char acteri zati on of a Quantum Random Nun
Vacuum Fluctuationso Applied Science, 2021
‘ universidade
. de aveiro . ;
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Quantum random number generators

The homodyne detection system

allows for the measurement of |~ F
guadrutues : T e —
\ p 3 4 er 14 e , 1
(0),® = Qfoo Mo () o (Ho (T))Qo T Quantum__ ____F
q signal
L voltage
(L), ® = Q MO H & (Ho (H)eo t T variance
C Local
Oscillator
The variance of the measured £ i
voltage is proportional to: ® Isin avacuum state:
e ) (i LT { S PR eI Aol e g o] N o)
M. Ferreiraeta, A Char acteri zati on of a Quantum Random Nun
P _ . Vacuum Fluctuationso Applied Science, 2021
| ‘ L A
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Quantum random number generators

P(m;)

AOutput proportional to the .
amplitude quadrature of the
vacuum state, which follows a >
Gaussian distribution . | ot D i oo A

AMeasurements contain A

simultaneously quantum and
classical contributions .

V4

Y Randomness extraction stage
necessary to attain true random
numbers

4 universidade
. de aveiro ;
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Quantum random number generators

Shannon entropy; .
(0 € niieg

A The homodyne measurement distribution is divided
into a set of ¢ equiprobable bins.

Entropy (bits)

)'/ The binning consistently converges to a 4-bit| o
sequence. 02t

, i 15 2 25 3 3s 4
Y A theoretical maximum of 1.99 bits per sample can Number of bits per sample
be extracted.

M. Ferreiraeta, A Char acteri zati on of a
Number Generator Based on Vacuum Fluctuationso Applied

)’/ Extraction ratio of 0.323 true random bits per raw bit R s 02

it
a

universidade
de aveiro
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Quantum random number generators

V Real Devices: Unbalanced homodyne detection

;’ Homodyne Detection \\
-~ I - I -~
: : d\(1)= \/(5—ﬂ)UP|N|HvDA|ﬂLD(I}+\/(§ +ﬂ)?1p|1~:|?‘.-'v0mf?5{ﬂ
I VOA, D, PIN, !
~r - |
| Bs z :‘j".’j d )_\sz . + Ve (1 = fyoa 1 )Byoar @ + /1 = i Bppy (1)
o ] AL \ 7 — |
©_i 4<: "F:) -~ e_Q_H' D s
15N FReCH e v | ) ] )
: Tbs () g LA/ N : dy(r) = (: - 4)’1’P|N2?szbsm - (; + 4)??P|Nzﬂvmzﬂmm
N VoA, Dy PIN S 2 2
T o + Vipna (1 = voa)bvoas (D) + V' — npa e (0.
Variable Optical Attenuator D Photodiode
Beam Splitt © Diff Operat kgT [*=
) x.aam plitter | i er.ence perator  Cti+r)= zg;nAB_/ de'h(t — o)At + 7 — ')
.ii’ Virtual Beam Splitter El Transimpedance Amplifier R —o
a0
g . . +qo8maBlay, |’ / de'|E(c")|*h(t — Yh(t + 7 — ©')
Y The variance is now dependente of -
RIN of the LO +q g5, V" RIN| |am|4/ dr' |E()[*h(t — Hh(t + 7 — o).
M. Almeidaetal, il mpact of i mperfect homodyne detection o
‘t universidade states shot noised QOptical and Quantum Electronics, 2020
. jeiveiro © 2018, Instituto de Telecomunicacées 39



Quantum random number generators

V Real DevicessUnbalancedchomodyneydetection:tion

-50

2 _ -8 p2 -6 | Electronic Noise
" = 6 15 X 10 PLO + 2 81 X 10 PLO 9 Single-photodiode Noise z
-60 | Homodyne Noise Q
+1.24x107° [VZ] <}
2.75 X1075 T T T T T T T T T T —~ -70 no-
o5l ® Homodyne noise sample 5 -75
| |= = = -Quadratic fit ) 102 10" 10° 10" 10?
2.25 - |~ = - Electronic noise floor 5 O Frequency (MHz)
2 -85
2r ) a
» 90
175 F "..o,
‘é’ 15 ",c‘. %
. -100 &
T 1.25 ot ¢
& s » 105
> e
0751 ,.o"‘. | "0 40 80 120 160 200 240 280 320 360 400 440 480
ol Frequency (MHz)
0.5 o ® J ,
P
02| o - Y Clear preponderance of quantum the
O T
(e e . guantum fluctuations was observed .

ower (mW)
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Quantum random number generators
U Excess LO Noise

¢ o QY o
. — 0 YC{Q,— ni msfl —

1.35 @ . g . . . . ; :
® Measured entropy 8 09t ]
i 0% = Y
21" [C]Quantum contribution 5
I Corrected quantum contribution T 0.8 -
- 1051 X Expected entropy % —
) o 071 |[___IElectronic noise 1
g osf 3 [__JExcess LO noise
© = 0.6 X Expected excess LO noise
Lors S
2 E o5
8 >
06 o
>
a e 0.4
S =
p= 0.45 ® 0.3 i
= G
03 c 02F J
kel
S o01r .
0.15 o
S
e . i ! : : : ; :

3]
o

52 54 56 58 60 62 64 66 68

50 52 54 56 58 60 62 64 66 68
AP (%) AP (%)

Y An unbalanced detection results )'/ Additional entropy contribution of  0.0554 bits
on an apparent entropy increase. found due to imperfect detection balancing.

Ve
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Quantum cryptography: The beautiful idea

0

The first protocol for quantum cryptography was proposed

In 1984 by Charles H. Bennett, of IBM and Gilles Brassard.

QUANTUM CRYPTOGRAPHY : PUBLIC KEY DISTRIBUTION AND COIN TOSSING

Charles H. Bennett (IBM Research, Yorktown Heights NY 10598 USA)
Gilles Brassard (dept. IRO, Univ. de Montreal, H3C 3J7 Canada)

When elementary quantum systems, such as polarized
photons, are used to transmit digital information,
the uncertainty principle gives rise to novel cryp=
tographic phenomena unachieveable with traditional
transmission media, e.g. a communications channel on
which it is impossible in principle to eavesérop
without a high probability of disturbing the trans-
mission in such a way as to be detected. Such a
quantum channel can be used in conjunction with or-
dinary insecure classical channels to distribute
random key information between two users with the
assurance that it remains unknown to anycne else,
even when the users share no secret information ini-
tially. We also present a protocel for coin-tessing
by exchange of quantum messages, which is secure
against traditional kinds of cheating, even by an
opponent with unlimited computing power, but ironi-
cally can be subverted by use of a still subtler
quantum phenomemon, the Einstein-Podolsky-Rosen par-
adox.

I. Introduction

« principle impossible to counterfeit, and multiplex-
ing two or three messages in such a way that reading
one destroys the others. More recently [B33w],
quantum coding has been used in conjunction with
pudlic key cryptographic technigues to yielé several
schemes for unforgeable subway tokens. Here we show
that quantum coding by itself achieves one of the
main advantages of public key cryptography by per-
mitting secure distribution of random key informa-
tion between parties who share no secret information
initially, provided the parties have access, besides
the quantum channel, to an ordinary channel suscep-
tible to passive but not active eavesdropping. Even
in the presence of active eavesdropping, the two
parties can still distribute key securely if they
share some secret information initially, provided
the eavesdropping is not so active as to suppress
communications completely. We alsc present a proto-
col for coin tossing by exchange of gquantum mes-
sages. Except where otherwise noted the protocols
are provably secure even against an opponent with
superior technology and unlimited computing power,
barring fundamental violations of accepted physical
laws.

universidade
de aveiro
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Quantum cryptography: The beautiful idea

U Following Wootters and Zurek (1982) one can easily prove that

perfect copying is impossible in the quantum world:

A single quantum cannot be cloned

W. K. Wootters*

Center for Theoretical Physics, The University of Texas at Austin,
Austin, Texas 78712, USA

W. H. Zurek

Theoretical Astrophysics 130-33, California Institute of Technology,
Pasadena, California 91125, USA

If a photon of definite polarization encounters an excited atom,
there is typically some nonvanishing probability that the atom
will emit a second photon by stimulated emission. Such a photen
is guaranteed to have the same polarization as the original
photon. But is it possible by this or any other process to amplify
2 quantum state, that is, to produce several copies of a quantum
system (the polarized photon in the present case) each having
the same state as the original? If it were, the amplifying process
could be used to ascertain the exact state of a quantum system:
in the case of a photon, one could determine its polarization
by first producing a beam of identically polarized copies and
then measuring the Stokes parameters'. We show here that the
t linearity of quantum mechanics forbids such replication and

universidade that this conclusion holds for all guantum syst

de aveiro ; i
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Quantum cryptography: The beautiful idea

U Inthe BB84 protocol two sets of polarization states called the § and § bases
are used:

1. The § basis: Binary 1 and 0 corresponds to photons with polarization angles
of OUand 90U respectively.

2. The § basis: Binary 1 and 0 corresponds to photons with polarization angles
of 45Uand 135U respectively.

x The two polarization statesfor the §  Basis  Binary 1 Binary 0

basis can be represented in Dirac ,
. S 1y | <)
notation by |7> and |—>; 6 — 0° 6 — 90°
x The two statesfor the § basisare ) )
representedby|./”) and |\,) ' 0 45° B —135°

Y universidade
. de aveiro
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Quantum cryptography: The beautiful idea

U A scheme for quantum cryptography according to the BB84 protocol is shown
in the Figure:

receiver
BOB

sender diagonal
ALICE detector basis
diagonal
polarization £ B
_\' horizontal-vert
detector basis

e N

1lght

source
ALICE's bit sequence 1 0 1 1 0 0 1 1 0 0 1 1 1 0
BOB's detection basis < + <l x % %
BOB's measurements 1 0 0 1 0 0 1 1 0 0 0 1 0 0
retained bit sequence 1 - - 1 o 0 - 1 0 0 - 1 - 0

4 universidade
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Quantum cryptography: The beautiful idea

U Inthe BB84 protocol the following steps are taken:

A’s data 1 0 0 1 1 1 0 0 1 0 0 1
0 (%) 0O 135 90 45 45 0 90 135 0 135 135 0O
B’s basis ® ® & & K & ® & b ® ¢
B’s result 1 0 0 0 1 1 0 1 1 0 1 1
Same basis 7 n y y n 'y y 1 n v v n n
Sifted bits 0 0 1 1 1 0
Data check 7 y n y I y 1
Private key 0 1 0

Representative sequence of data choices Psis Binauy 1 Binary 0

according to the BB84 protocol. d is the = U = =

polarization angle according to the encoding % <

scheme §=45" 6=135°
ﬁt e

© 2018, Instituto de Telecomunicacoes



V Explored in the original BB84

Why? v/ Ppolarization encoding with long-term
temporal stability and low intrinsic QBER

V Simpler security proofs
V Degree-of-freedom most suitable for
satellite-based QKD
Current Challenges
V Optimization of coding/decoding for simpler
implementations
V Co-existence between classical and quantum signals
V Integration of quantum networks with satellite-based links

universidade
de aveiro
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DV-QKD Experimental Setup

_______
- ~
-

/”’ \\\
// \
S W g

QTX l/ SOP ! QRX //

Tttt TTTTTTTTTTTTTT 3 4 monitoring f /

l I setup i /7

[ Laser PC1 MZIM1 OF1 PC2 LP / EPC1 ’ ’

| 4 /

| > : ,I 'l

1 - |‘ 4 1

BAAR crs 79nm 3 \ BS VoA [
- - 1 ‘\ ,' 1
- - DC \ P4 1
- - i \\ PR \
- ™ Laser PC3 | S " - ‘\
N ¥ \

1 Quantum >

1

: 1510nm MZM2 ST Channel IR

: t combiner splitter

A At the receiver, the reference signal is used
for synchronization, and the quantum signal is
measured by two single photon detectors.

A At the transmitter, two signals are generated: a
reference and a quantum signal, co-propagated
in the quantum channel in a WDM approach.

We have proposed, implemented and experimentally validated novel polarization
encoding and polarization drift compensation schemes

universidade
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Implementation of Polarization Generation/Control Methods

Polarization States Generation Reversal Operator Basis Alignment

First
S3 compensation

First QBER
measurement £/ Chosen
Intersection point
AV, i
2 Control Unit
prIrirey
§ Possible SOPs 5
eEEEN after rotation % d QBER
N econ
av _J measurement
M. F. Ramos, N. A. Silva, N. J. Muga, A. N. Pinto, Full polarization
AVy N\ (b) random drift compensation method for quantum communication,
Optics Express, 30(5):6907-6920, 2022.

=1

Mean = 1.83

The average QBER after 21 hours was 1.8%, with only one PHRE Y
=] I
calibration at the beginning of the measurements. 7oy b o 1 2 3
i i "Demonstration of e - H A H
B s SRR T e o The experimental implementation has shown that the system is able
precne” OF Sl V50 Vel to operate with an average QBER of 1.8%.

S. T. Mantey, M. F. Ramos, N. A. Silva, A. N. Pinto and N. J. Muga, Polarization Control Through Reversal

‘ universidade Operator for QKD Systems, tb submitted to Optics Express, 2024.
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Coexistence of Quantum and Classical Signal Transmission Over
Turbulent FSO Channels

c a)ss = = . = _b) .o d)
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P — PBS
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Fiber-wireless optical system that transmitted a 64-QAM 400 Gbps classical signal for ‘ |
high-rate data exchange and a 1 MHz quantum signal for QKD. |
0 5 10 15 20 25 30
iy Time (min)
‘ t universidade
. de aveiro S. T. Mantey, M. A. Fernandes, G. M. Fernandes, N. A. Silva, F. P. Guiomar, P. Monteiro, A. N. Pinto, and N. J.
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Quantum cryptography: The beautiful idea

U The world is connected by fiber systems:

‘ universidade
. de aveiro 51
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Why use continuous-variables for QKD?

The information is encoded on the quadratures of coherent states.

Discrete Variables QKD

Can achieve higher

Off-the-shelf equipment

Current optical fiber communication networks
@ Commercial lasers
@ Coherent detection

transmission distances.

Continuous Variables
QKD 2~

Higher secret key rates for

metropolitan distances.

universidade
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Coherent states modulation

Gaussian Low-order Higher-order
modulation discrete modulation discrete modulation
Optimum performance  Simpler Implementation M-APS M-QAM Low amplitudes must be used
e o : BN to resemble Gaussian
Difficult to achieve in Very-low amplitudes must be modulation.

practice used to resemble Gaussian

modulation Can approximate the

performance of Gaussian
modulation

Far from the optimum
performance of Gaussian
modulation M-QAM can achieve better performances than M-APSK

M. Almeida, D. Pereira, M. Facéo, A. N. Pinto, and N. A. Silva, i Re ¢ o n c Efficienaytinnpachon Discrete Modulated CV-QKD Systems Key R a t eJsuynal of Lightwave Technology, vol. -, no. -, p. 1-9, 2023.

M. Almeida, D. Pereira, N. J. Muga, M. Facdo, A. N. Pinto, and N. A. Silva, i C-QKD Security Limits Using Higher-Order Probabilistic Shaped Regular M-APSK Constellations, BRC Workshop de Comunicagao e
Computacdo Quantica WQuantum, Fortaleza, Brazil, May 2022 [Best paper award].

M. Almeida, D. Pereira, N. J. Muga, M. Facdo, A. N. Pinto, and N. A. Silva, fi S e ckeyerate of multi-ring M-APSK continuous variable quantum key d i s t r i ®ptics Express, ®ol. 29, no. 23, p. 38669, Nov.

2021.
D. P@&a, M. Almeida, M. Facédo, A. N. Pintp, and N. A. Silva, i P r o b a shapled 128-AP$K CV-QKD transmission system over optical fibres, ©Optics Letters, vol. 47, no. 15, p. 3948, July 2022.
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A CV-QKD protocol: GG02

The most widespread protocol for CV-QKD is known as GG02 and
was proposed in 2002 by Fredéric Grosshans and Philippe Grangier

U Alice draws N 2-dimensional samples from a random distribution and uses
them to modulate a coherent source obtaining the N coherent states, that are

sent through an insecure quantum channel of transmittance T and excess
noise U

U Bob performs the measurement of the received states, after which Alice and
Bob share N pairs of correlated variables

U Alice and Bob reveal the part of the transmitted randomly chosen. With these
parameters they will perform the parameter estimation. The security bounds
can be calculated for estimated parameters to obtain the length of the final
key.

universidade
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A CV-QKD protocol: GG02

The most widespread protocol for CV-QKD is known as GG02 and
was proposed in 2002 by Fredéric Grosshans and Philippe Grangier

U Alice and Bob need to correct the errors on the n = N - m remaining values
they share. In practice they use the shared values to establish a common bit
string U with the help of classical error correcting codes

U After reconciliation Alice and Bob share two identical strings U that are not
completely secret. With U and the length of the key it is possible to
implement a process of privacy amplification using 2-universal hashing. This
process is common to all QKD protocols and when applied in both entities,
Alice and Bob obtain two identical copies of the secret key.

universidade
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CV-QKD System Description

CV-QKD systems can be divided into a physical layer (preparation, transmission,
measurement and digital signal processing) and a post-processing Iayer (parameter estimation,
information reconciliation and privacy amplification)

High attenuation with
modulation variance of

e o o o & o o o

Unsecure low attenuation ” 1.0059 SNU.

e o o o
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e e o o - 6000 -
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e e t
LI I 0.0 hannel i w R
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e o o o N ﬁ\% h s
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* o o @ 0.02 bl &
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LI I g e
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_—y  Secret key rate computation

arameter
Estimation Classical
ormation Channel
ngonciliatlon
privacy
amplificatio”

=y Symmetric key extraction
__y Reduce eavesdropper knowledge
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CV-QKD System Implementation

L v
- Optical

C Pilot signal at 0 Hz for
frequency recovery and
phase compensation

optical

w w
tion
chroniz2 :
=0 su;"a'
Pilot
’ Quantum
@ Mdl‘“ator i

Quantum
Signal

C Locally generated local
oscillator

C Polarization diversity
detection system

C True heterodyne
detection
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CV-QKD System Implementation

1000

w
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o
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Input: 64-QAM probabilistic shaped R R I -~
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